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YTBep:kaeHo
npukasom aupexkropa I'BY
«Hmlceropouclmii AOM-HHTEpPHAT

AJIA BeT€PAHOB BOMHBI H TPYAa»
Ne 3E or 7. 27 020/,

HHCTPYKIIUA
MoJib30BaTeisl Mo paboTe ¢ NepcOHANbHBIMH JAHHBIMH

I. OBIIME ITOJIOXXEHUSA

1.1. Hacrosmas MHCTpyKIMs onpeaenseT oOIye mpaBmia paboThl ,
cotpynHukoB I'BY «Hwuxeropoackuit goM-uHTepHAT sl BeTepaHOB BOUHBI H
Tpyaa» -(naee-YupexaeHue) ¢ MepCOHaIbHBIMHA JaHHBIMH.

1.2. TlepcoHanrsHBIe JaHHBIE B 3JIEKTPOHHOM BHJIe 0OpabaThIiBaeTcs B
MH(GOPMAaLIMOHHBIX CUCTEMaX MEPCOHANBHBIX JaHHBIX. TaKkke yCTaHaBIUBaETCS
0COO6KIi TIOPATOK 06PaBOTKH U XpaHeHHs TTepCOHATBHBIX JaHHBIX, COAePKAIUXCS
Ha OyMa)KHBIX HOCHUTEJISX.

1.3. Ilons30BaTenem sBIsSETCS KaXIbI COTPYAHUK YUpeKIACHUS ,

Y4acTBYIOIIHII B paMKaxX cBOMX (yHKUIHMOHAIBHBIX 00s3aHHOCTEH B Mpoleccax Kak
'aBTOMAaTHU3UpPOBAHHOM 00paboTKH, Tak U 00paboTku 6e3 UCTIONB30BaHUS CPEICTB
aBTOMAaTHU3allUd T[EePCOHAJBHBIX JaHHBIX, a TaKkKe WMEIMUH JOCTyl K
anmapaTHBIM CPeJICTBaM, IPOTPaMMHOMY OOecTeueHUt0, HOCUTENSIM HHOpMaIuu
U CpeICTBaM 3allUTHI.

1.4. Ilonr3oBaTens B cBoel paboTe pyKOBOACTBYETCS HACTOSIIIEH

Unctpykuuei, [IpaBunamu o6paboTku epCOHANBHBIX JaHHBIX, PyKOBOAAIIMMH H
HopMmaTuBHBIMU foKyMeHTaMu PCTIK Poccun u @Cb Poccun n npyrumu
IOKYMEHTaMH YUpexXIeHHUs, perIaMeHTUPYIOIUMU 00paboTKy MepCOHATBHBIX
JaHHBIX. ,

1.5. MeTtonudeckoe pykoBoACTBO 1o padoTe [Tonb3oBaTens ocymecTBiser
OTBETCTBEHHBIH 3a OpraHU3aIlii0 00paObOTKH MePCOHATBHBIX JaHHBIX.

I1. TEPMHUHBI U1 OITPEAEJIEHU ST

2.1. IlepconansHble faHHbIE — M100asg HHGOPMAIUS, OTHOCAIIAACS K TIPSIMO

WA KOCBEHHO ONpeeIeHHOMY, WIH OnpeAensieMoMy GU3NIECKOMY JTHILY
(cyOBeKTy nepcoOHaNbHBIX JaHHBIX).

2.2. O6paboTKa MepcOHaATBHBIX JaHHBIX — JIF000E lleI/ICTBI/Ie (omeparus) wiu
COBOKYITHOCTbH JEUCTBUH (Omepaluii), CoBeplIaeMbIX C UCTIONB30BaHUEM CPEICTB
aBTOMAaTHU3alMU WK 0e3 UCTIONB30BaHUS TAKUX CPEJCTB C MePCOHAIBHBIMU
- TaHHBIMH, BKITto4asi cO0p, 3aIUCh, CUCTEMATH3AIUI0, HAKOIUIEHHE, XpaHEeHHE,
yTouHeHHe (0OHOBIIeHHE, H3MEHEHHeE ), H3BJIeUeHHe, UCIIOIB30BaHuE, Tepeaavy
(pacmpocTpaHeHMe, IpeoCcTaBIeHHE, JOCTYI), 00e3THIUBaHNe, 6IOKHPOBAHNE,
‘yAalleHWe, YHUUTOXXeHHE MepCOHANbHBIX JaHHBIX.

2.3. ABToMaTu3upoBaHHas 00paboTKa MepCOHANbHBIX TaHHBIX — o6pa60T1<a
TIEPCOHATBHBIX JAaHHBIX C IOMOLIBIO CPEJCTB BHIUUCIUTEEHON TEXHUKH.

2.4. PactipocTpaHeHue NepcOHaIbHBIX JAHHBIX — IEUCTBUS, HallpaBeHHbIE

Ha pacKphiTHE NIePCOHANIBHBIX JAHHBIX HEOlpeieIeHHOMY KpYTy JIHII.




2.5. IlpenocraBieHue nepcoOHANBHBIX JAHHBIX — IEHCTBUS, HallpaBIeHHbIE

Ha pacKpbITHe MePCOHANBHBIX JaHHBIX ONpeelIeHHOMY JIUIY WK OTIpeieIeHHOMY
KpyTy JIULI.

2.6. Uudopmarnmonnas cucrema repcoHanbHbIx qanasx (MCI1IH) —
COBOKYITHOCTE cofiep)Kamuxcs B 6a3ax JaHHBIX MEPCOHATBHBIX TaHHBIX U
obecneunBarOMUX UX 00paboTKy HHPOPMAITMOHHBIX TEXHOJIOTHH U TEXHUIECKIX
CpEelCTB. ,

2.7. ApromaTu3upoBaHHOe paboyee MecTo (APM) — nporpaMMHo-

TEXHUYECKUH KOMILIEKC, TocpeAcTBOM KOoToporo ITois30BaTeNb BEITIONHAET CBOU
JIOIKHOCTHBIE 00s13aHHOCTH (IIepCOHANBHBIN KOMITBIOTEP, HOYTOYK, TEPMHUHAT U
T.IL.). , ’

2.8. HecanxuuonupoarHslit goctyn (HCJI) — moctyn k mHbOpManuy,
HapylIaroIUi IpaBuiia pa3rpaHideHus JOCTyNa ¢ UCIOIb30BaHHEM IITaTHBIX
CPEJIICTB, IPEJOCTaBISIEMBIX CPEICTBAMHU BBIUACIUTEIHHON TEXHUKH HITH
aBTOMATU3UPOBAaHHBIMH CUCTEMaMHU.

"2.9. TTocTopoHHME LA — JIUIA, KOTOPLIE He UMEIOT TpaBa

CaMOCTOSITENILHOTO AOCTyTa B IOMeIIeHHe U (UIT) He UMEIOT MpaBa
camocrtosaTenbHoro goctyna B UCITIH u (Mnu) He UMErOT JOMycKa K
MIEPCOHANIBHBIM JaHHBIM.
2.10. CpeacTBo 3amIUTH HMHPOPMAILIUU OT HECAHKIITMOHUPOBAHHOTO AOCTYTa
(C3U ot HCI) — mporpaMMHOe, TEXHUYECKOE UJIN IPOrpaMMHO-TEXHUYECKOe
CpeICTBO, HaIlpaBJIEeHHOE Ha MpeJOTBpallleHne WIH CylIeCTBEeHHOe 3aTpyAHeHHE
HECaHKIIHOHUPOBAHHOTO JOCTYIa K HHPOpMaIUH.

_ 1. OBA3AHHOCTH ITOJIB30BATEJISA
3.1. He pa3rnamaths nepcoHalbHbIE JaHHBIE, KOTOPBIe OyIyT JOBEPEHBI HITH
CTaHyT U3BECTHBI B X0JIe paboyero mpoiiecca Bo BpeMs BBITOTHEHHUS
JTOJKHOCTHBIX (JIOTOBOPHBIX) 00S3aHHOCTEN.
3.2. He coobmarh yCTHO WU MUChbMEHHO, He TIepelaBaTh B KAKOM-JTHO0
BUJIe TPETHUM JIMLIaM U He pacKpbIBaTh ITyOIMYHO MEepCOHANIbHEIE JaHHbBIe Oe3
COOTBETCTBYIOIIETO pa3pellleHus] AUPEKTOPa YIPeKICHUS.
3.3. 3HaTh U BHITIONHATH TpeOOBaHUS 3aKOHOIaTEIHLHBIX aKTOB Poccuiickoit
®enepauun, HacTosmed MHCTPYKIIMN U ApYyTrUX BHYTPEHHUX JTOKYMEHTOB,
perIaMeHTUPYIOIINX TTOPSI0K 00pabOTKH MepCOHANBHBIX TaHHBIX.
3.4. Bemonuats Ha APM TosbKO Te Tiporeypbl 00paboTKH MepcoOHATBHBIX
JAHHBIX, KOTOPBIE ONpeeNIeHbl TOIKHOCTHOW HHCTPYKINEH.
3.5. 3Hath U cOOMIOIATh YCTAHOBJIEHHBIE TPEOOBaHUS 00pabOTKU
MIepCOHANIBHBIX TaHHBIX, YUETy, XpAaHEHUIO U Mepechliike HocuTeseil nHpopManuu,
obecrneyeHn0 6€30TaCHOCTH TTePCOHANBHBIX JaHHBIX. '
3.6. Vicrionb30Bath 1JIs XpaHEHHS TIEPCOHABHBIX JaHHBIX TOJNBKO
onpeJieIeHHBIE MECTa XPaHEHHUS ¥ yYTEHHbIE HOCUTENH IIEPCOHANBHBIX JaHHBIX.
3.7. HesaMeUIMTENBHO, B KpaT4aiilive CPOKH, COOOIIATE B YUPEXKIEeHHE 00
yTpare WIH HefocTaue HocuTelel HHPpopMaIiy, y10CTOBEPEHHA, IPOIYCKOB,
KITFOUel OT OMeIleHUH, XpaHWIHII, Cei(dOB U 0 Opyrux (HakTax, KOTOPbIE MOTYT
IIPUBECTHU K pa3riallieHHUIO ePCOHANBHBIX TaHHBIX.
3.8. Ilpu npexpamenuu pabot (TpyIOBBIX OTHOILIEHHIT) Bce MaTepUallbHbIE




HOCHTEJIH, CoiepKalllie MepCoHabHbIe JaHHbIe ((Iem-HaKOMTe , TUCKETHI,
OTNITHYECKHUE AUCKU, JOKYMEHTHI, YUepHOBUKH, pacrlieyaTKu Ha MPUHTepaxX, KUHO- U
(b oToMaTepHasl, MOIENH, MPOMBIIIIIEHHBIe 00pa3Ibl U 1Ip.), epeaTh AUPEKTOPY
Vupexnenus.

3.9. Cobmoaars TpeOOBaHMS MAPOIBHON NOMUTUKH (pa3aen 4).

3.10. Cobmromath TpeOOBaHUS aHTUBUPYCHOM 3alUTHI (pa3gen 5).

3.11. ITonp3oBarenu, uMerorre Beixoa B HTepHeT, 00s3aHBI cOOMIOATH
TpaBUIa Iy paboTe B CETAX CBA3M OOILIETO MOIB30BAHMS U (HJIH) CETAX
MeXIyHapoaHOro HHGopMalluoHHOTo oOMeHa (pazzaen 6).

3.12. ITonb3oBarenu, paboTarome ¢ 3MEKTPOHHON MOAMMUCHIO WU
UCITOJNIb3YIoITHe mMH(poBaHue, 00s3aHbI coOM0aaTh MHCTPYKITHIO TTO 00pallieHnIo
CO cpeACTBaMHU KpUIITOrpadhudecKoit 3aiuThl HHHOPMALIUH.

3.13. DxpaH MOHHUTOpPaA B OMEIIEHUH pacroiarartb BoO Bpems paboThl Tak,

YTOOBI UCKJIFOYAJIAaCh BO3MOXXHOCTh HECAaHKIIMIOHUPOBAHHOTO O3HAKOMIIEHHS C
oToOpakaeMoi Ha HUX WH(OpMaIreit MOCTOPOHHUMHU JIMLIAMH, IITOPHI Ha
OKOHHBIX TIPOeMax JOJDKHBI OBITh 3aBelllaHbl (JKaT03U 3aKPHITHI).

3.14. O60 Bcex BBHISBIEHHBIX HAPYUIEHUIX, CBI3aHHBIX C IOPAIKOM

00pabOTKH IEPCOHANBHBIX JaHHBIX, a TAKXKe IS TIOyYeHUH KOHCYIbTallui 10
BOIIpOcaM 00pabOTKH MEPCOHATBHBIX JAaHHBIX, HEOOXOAUMO 00paaThes K
OTBETCTBEHHOMY 33 OPTraHU3alMI0 00pabOTKH NEPCOHANBHBIX JTaHHBIX.
IMoab3oBaTeAM 3anpelnaercs:

3.14.1. Hapymiath ycTaHOBIIEHHBIE B Y UpEXKAEHUN UHCTPYKIIUHU 10

paboTe ¢ mepCOHATBHBIX JaHHBIX.

3.14.2. cnonp30BaTh KOMIIOHEHTHI IIPOTPAMMHOTO U alllIapaTHOTO

obecrnieueHns YupexaeHus B HECTYKEOHBIX HeTAX.

3.14.3. OcTaBnsaTh cBoe pabouee MecTo 6e3 mMpUcMoTpa,

IpeIBapUTENLHO He 3a010KUPOBaB (MITATHBIMU CPEICTBAMH OTepaIllHOHHOM
cucteMsl Windows — komOuHanuei kinasum [WIN] + [L] unmu [CTRL] + [ALT] +
[DEL] ¢ nanpHeHMM HakaTHeM KHONIKU «bl1okupoBKay MOSBUBILETOCS MEHIO,
JTUOO0 TIPU MOMOIITH TATHRIX CPEICTB 3aIIUTHI HHPOPMAIIUU OT
HECaHKIIMOHUPOBAHHOTO JOCTYTIA MPH X HAJTHUYUH).

3.14.4. OcTaBnsaTh 63 MPUCMOTpa WK HeyOpaHHBIMU B XpaHUIIUIIA

(mkad, cetid) HOCUTENTH WM JOKYMEHTHI, COJIep)Kallie epCcoHaIbHble JaHHEIE.
3.14.5. 3anuceIBaTh U XpaHUTh NePCOHATBHBIE JaHHbIE HA HEYUYTEHHBIX
HOCHUTEISIX HHQOPMaIuK (ONTHYECKUX TUCKaX, THOKUX MarHUTHBIX AUCKaX,
Gbrem- HaKOMUTENAX U T.I1.).

3.14.6. CaMOBOJIBHO U3MEHSTH COCTAaB U KOHQUTYPAIIUIO UCTIONB3YEMBIX
MIPOTPaMMHBIX, allllapaTHbIX, MPOrpaMMHO-aNMNapaTHBIX CPEACTB, CAMOBOJIBHO
yCTaHaBJIMBaTh IPOrPaMMHOE 00ecIieyeHre, OTKIIIOUATh/ TIOAKII0YaTh
00opyIOoBaHUE WIIK U3MEHATEH PEXUMBI €r0 paOboTHI.

3.14.7. CamoBonbHO oakmodats APM unu gpyrue cpeacrsa x JIBC

[CAY PK «lIUT», uamensars [P-anpec, MAC-anpec u unsle HacTpoiiku cetu APM.
3.14.8. Ilpou3BOaUTH 1eNCTBUS, HAalIpaBIEHHbIE HA [1OIy4YeHUE
HeCaHKIIMOHUPOBaHHOTO HocTyna k APM u cepBepam, paBHO Kak H JIFOOBIM
IpyruMm y3nam unu HTepHeT, B TOM 4YucIe:




— JIeCTBUS, HallpaBlieHHbIE HAa HapyllIeHHEe HOPMaJIbHOTO

(GYHKITMOHUPOBAHHUS DIIEMEHTOB CETH (KOMITBIOTEPOB, APYTOTO CETEBOTO
000pyIOBaHUS WM IPOTPaMMHOT0 oOecTeueHus );

— YCTaHOBKA NMPOTPaMMHOT0 00ecTiedeH s, OCYIIEeCTBIAIOMIETO epexBat
nHbopMauuu (MHPOPMALIMOHHBIX ITAKETOB), alpeCOBAaHHON APyTUM
MOJB30BATENSM;

— JIeCTBUS, HalpaBlIeHHBIE Ha MOTyYeHHe HECAHKIIMOHUPOBAHHOTO

JocTyna K MHGOPMAaIMOHHEIM PECYPCaM, B ITOCIEAYIOIIEM HCIIOIE30BaHUM TAKOTO
IOCTYTIa;

— YHUUYTOXXEHHE, MOAU(UKAIII POTPaMMHOT0 00ecTieYeHUs WK

JAaHHBIX 0€3 COrNacoBaHUs C AUPEKTOPOM WITH BlaJeNblaMU 3TOTO pecypca;

— MOMBITKY No00pa mapoei K JItoObIM HHGHOPMAIMOHHBIM pecypcam '
MeTOAOM Iepedopa BceX BO3MOXKHBIX BApUAHTOB MapoJieid, TuOO0 aTak Mo CIOBapio;
— YMBIIIUIEHHBIE IEUCTBUS 110 CO3JaHUI0, UCTIOJIB30BAHUIO U

pacnpoCTpaHEHUIO BPEJOHOCHBIX MTPOrpamMM, B TOM YHCII€ HallpaBlIeHHBIX Ha
MOJly4eHHe HECAaHKIIMOHUPOBAHHOTO JOCTYyNa K JTFOOBIM HHOOPMAIIMOHHBIM U
CIIy)eOHBIM pecypcaM (Kak BHYTpH YUpekIeHUs TaK U BHE), 100 Ha HapyIIeHHe
LETIOCTHOCTU U pabOTOCIIOCOOHOCTH 3TUX CUCTEM,;

— eWCTBUSA M0 CKAaHUPOBAHUIO JIOKAIEHOU CETH C LIETIBIO OpeleNIEHUs ee
BHYTpPEHHEH CTPYKTYpPBbI, CHMCKOB OTKPBITBIX TOPTOB, HAIMYHSI CYIIECTBYIOIITUX
CEPBUCOB U YSI3BUMOCTE.

3.14.9. CaMOBOIBEHO U3MEHSTH MTapaMeTPhl CPEACTB 3ALUTHI

“HpOpMaIuy (B TOM YHCIIe U CPEJCTB aHTUBUPYCHOMU 3allIUTHI), a TAKXKe
3aBepuaTh

uX paboTy U (UJI1) CAaMOCTOSTENBHO UX YCTaHABIUBATb.

3.14.10. CamocTosTENBHO pa3pabaThIBaTh WIIK UCTIOIH30BATh
HepernaMeHTHpOBaHHBIE (6e3 pa3pellleHus TUPeKTopa, He OTHOCSIINeCs K
MIPON3BOJICTBEHHOMY Mpolieccy) MporpaMmbl (HampuMmep: Urpsl; IM-kiueHTsl,
takue kak Google Messenger, ICQ u T1.11.; P2P-xmuentsl: Kazaa, eMule u T.11.).
3.14.11. Pa3pemaTh NOCTOPOHHUM JHIIaM pabOTaTh MO CBOEH yueTHOMH

3anuchkio B UCITIH.

3.14.12. IlepechinaTe nepcoHaNbHBIE NaHHbBIE 10 KaHANIaM CBSI3H B

OTKpPBITOM BUIE, B ToM umcie HTepHeT, o Tenedony, paxcy, 3neKTpoOHHOU
moyTe U T.1. (0€3 UCTI0NIB30BaHUS CPENICTB UM POBAHUS).

3.14.13. TTonyuaTh JOCTYN K MEPCOHATBHBIM JaHHBIM ¢ pabO4YMX MECT, He
000pyI0BaHHBIMHA HEOOXOIMMBIMHU CPEICTBAMH 3aIIUTHI HHGOPMAITHH.

3.14.14. CaMOBOJIBHO CO3]aBaTh COBMECTHO HCIIONb3yEMBIE CETEBBIE

pecypcsl (anku o61ero JOCTya) Ha CBOMX KOMIBIOTEPax U (GaioBBIX cepBepax,
HECaHKUIMOHUPOBAHHO yAANATh WIM U3MEHSTh IIpaBa JOCTyIla K HUM.

3.14.15. B ciiy4ae BO3HUKHOBEHHUS TFOOBIX MEXaHUYECKUX

HEUCTIPABHOCTEN B 060OPYIOBAHUU OCYIIECTBIATH CAMOCTOATENBHEIE TIOMBITKH UX
yCTpaHEeHHUS.

3.14.16. IlpensaTcTBOBaTh JOIKHOCTHBIM JIUIIaM MIPH MIPOBEICHUHU

IIPOBEPOK U CIIykeOHBIX pacciefOBaHUM, CBI3aHHBIX ¢ 00ecIieueHueM




6e3omacHOCTH UHOPMALUHU.
3.14.17. Y nanate Uiy UckaxaTh MporpaMMbl U (Haiiibl ¢ IepCcoOHaNbHBIMHA
JTaHHBIMU U MHOU BaKHOU MHPOpManue (HanmpuMep, CUCTEMHON, HEOOXOAUMOM
st pyakumonuposanus UCIIH). .
3.14.18. YMBIIIEHHO UCIIONIB30BaTh HEJOKYMEHTUPOBAaHHBIE CBOUCTBA U
OIIUOKH B IPOrpaMMHOM oOecrieYeHHH WK B HACTPOMKaX CPEICTB 3allUTHI,
KOTOpBbI€ MOTYT IIPUBECTH K BOSHUKHOBEHHIO BHEIITaTHOU cuTyauuu. O6
oOHapyXeHUH TaKoro poja OIHUOOK — CTABUTH B U3BECTHOCTH PYKOBOIUTEIS
CBOETO MOApa3IeNeHus: U COTPYIHUKOB, OTBETCTBEHHBIX 32 YCTAHOBKY W (HJIH)
COINPOBOXEHUE NTPOrpaMMHOro obecniedeHus (AIMUHUCTpaTOopa 0€30macHOCTH
MEPCOHAIBHBIX TaHHBIX B MTHMOPMALIMOHHBIX CHCTEMaX MepPCOHANBHBIX AaHHBIX
(manee - agMUHHUCTpATOpP 6€30MIACHOCTH)).
3.14.19. Ioxxmouats k JIBC yupexneHus TU4HBIE CPEICTBA BRIYUCITUTEITLHON
TEXHUKHU: HOYTOYKH, KApPMaHHBIE KOMIBIOTEpHI, CMAPTHOHHI U
T.IL., @ TAKXe JINYHbIe HOCUTENIX U HaKoNUTeNu HHPopManuu. B coyyae
He0OXOIUMOCTH TIepeHoca HHGOPMAIIUH C TUYHBIX HOCHTE el nHpopMaun
oOpamaThcs K OTBETCTBEHHEIM.
IV. ITAPOJIBHAS TOJUTHUKA

- 4.1. O6mmue TpeGoBaHHA K MAPOJISIM:
— MuHumansHoe TpeboBaHue: 6YKBEeHHO-IIM(PPOBOH MapoIIh.
XKenaTensHO UCTONB30BaTh OYKBBI B BEpXHEM WJIH HIDKHEM PETHCTpax, MU(PHI
WK cTiennaibHble CMMBOMEI (HampuMep: ~! @ #$% & * () _-+=|\?/.,
1[{}<>.m1m).
— MuHuManbeHas JiIuHa mapois: He MeHee 6 (I1ecTH) CUMBOJIOB.
— MakcumanbsHBIN CpoK AeilcTBUS napos: 90 cyTok.
— 3ampeT UCOIB30BaHUs TPEX paHee UCIOIB30BaBIIUXCS Tapoei.
— ITapons [lonp3oBarens He TOJKEH BKIIOYATh B ce0s IeTKO
BBIYMCIISIEMBIE COUETaHUs CUMBOJIOB, OOIIETIPUHSATHIE COKpAIleHUs, IMeHa,
¢bamMuIuu, JOIHKHOCTH, TOJ POXKICHUS, HOMep TacropTa, TabelbHBIH HOMEp, HHYIO
nHbopmanuio o Iloms3oBarene, 10CTYIHYIO APYTUM JIULIAM.
— 3ampemiaeTcs UCIONB30BaTh B KaUECTBE Mapois OJUH U TOT ke
MTOBTOPSIOIIUIICS CUMBOJ MO0 MOBTOPSIOLIYIOCS KOMOWHAITUIO U3 HECKONBKHIX
CHUMBOJIOB.
— 3ampeniaercs UCIIONIB30BaTh B KaYeCTBE Maposisi KOMOUHAIUIO
CHUMBOJIOB, HabHpaeMbIX B 3aKOHOMEPHOM IIOpsIIKe Ha KIaBHaType (HalpuMmep:
1234567, qwerty u T1.11.).
4.2. IlpaBnia HcnoJib30BaHHUS NapoJieii:
— XpaHUTh B TalfHe CBOM Mapoiib, HE COOOIIATE €ro APYTHUM JIUIaM.
— He npenocrasnates goctyn B UCIIIn npyrum nuiiam nox cBoeit
YUETHOM 3aUChIO U ApOJIEM.
— V3MeHATH cBOM Mapodib MpU MEPBOM TpeOOBaHUU TOJTUTHUKH ITapoJiei
omneparmonHoit cucremsl u/umu UCT1/IH.
— Bo Bpems BBoza napoieit He06X0IUMO UCKIFOYUTH BO3MOKHOCTE €T0
MOACMAaTPUBAHUS TOCTOPOHHUMH JIMIIAMH WJIK TEXHUUECKUMU CPeICTBAMU




(BUZEOKaMepHI U IIp.).

— 3amnpemiaeTcs 3aTUCHIBATh CBOM MAapONIA B OYEBUAHBIX MeCTax,

BHYTPEHHOCTH AIIHKa CTOJa, Ha MOHUTOpe APM, Ha 00paTHO# cTOpOHE
KJIaBUATYpPHI U T.J.

— 3anpemiaeTcs XpaHUTh MMAapOJIM B 3alIMICAaHHOM BHJIE Ha OTAETBHBIX

aucTax Oymard.

4.3. CMmeHa, yaaneHue JTHYHOTO Tapois grodoro [loms3zoBaTens

MIPOU3BOAUTCS B CIIEIYIOIIUX CIydasx:

— B CIy4ae MOAO03PEHUs Ha KOMIIPOMETAIINIO TIapoJis;

— 10 OKOHYaHUM CpOKa AeHCTBUS;

— B clTy4ae NpeKpanieHus: NoJIHOMo4Yui (YBOJIbHEHUE, Tepexol Ha

IpyTyio paboTy BHYTpH yupexaenus) [lons3oBaTens nocie OKOHYaHUS
MOCNIeJHETO ceaHca paboThl B HWHQDOPMAUUOHHBIX CHCTEMAaX MEePCOHANBHBIX
JAHHBIX;

~ TI0 YKa3aHHUIO OTBETCTBEHHOTO 33 OPraHU3ALHIO 06pa60T1<H HIEPCOHANBHBIX
JAHHBIX.

4.4. Ilpu yBONBEHEHUH, nepexone Ha HOBYIO JOJDKHOCTE COTPYAHUKA,

UMEIOIEro TOCTYN MOMUMO CBOEN YUETHOU 3aluCH K JIPYTUM pecypcaM
(MexxceTeBble SKpaHbl, MapIIPyTH3aTOPHI, cepBephl, APyrHe yYeTHble 3alucH u
T.II.) TaK)Xe MPON3BOIUTCS BHEIIJIAHOBAs CMeHa ImapoJjiel K TaKUM pecypcam.

V. IPUMEHEHHME JIMYHBIX HAEHTUDPUKATOPOB B
I/IH(I)OPMA]_II/IOHHOPI CUCTEME IEPCOHAJIBHBIX TAHHBIX

5. IlpuBsasky uaeHTud@UKaTOpa K NOIH30BaTENO (YIETHOM 3aITUCH)

BBITIONTHSIET aIMUHUCTPATOP OE30MaCHOCTH.

5.1. ITons3zoBatenu UCII/IH nony4aroT cBOit uaeHTUGUKATOP Y

agMUHUCTpaTopa 6€30MMacHOCTH.

5.2. Tlons3zoBatens UCIT/IH 06513aH XpaHUTh CBOH JIMYHBIN UIEHTU()HUKATOD B
HEJOCTYIIHBIX JIJIS APYTUX COTPYAHUKOB XpaHUIHIIAX.

5.3. Ilons3oBatento UCII/IH 3anpemaercs nepenaBaTh CBOM JTUYHBIMA
UIeHTUDUKATOP.

5.4. B ciyuae yrepu TuyHOrO UaeHTUUKaTOpa, moias3oaTeas UCITIa

JOJKEeH HeMeIJIEHHO JOJIOKUTEH 00 3TOM aJIMUHUCTPATOPy 0€30TMacHOCTH
HHOOPMaIIHH.

5.5. B cirydae npekparieHus MOJTHOMOYNM YUeTHOM 3aMucH MOJb30BaTeNA

WCII{a (yBONbHEHHE, IEPEXO]] Ha APYTYIO paboTy, B APYroi OTAeN Ui
MOMellleHUe, a TaKXKe IPyTrrue OOCTOSATENbCTBA) YUeTHas 3allUCh JOKHA OBITh
yAalieHa, a e€ HASHTUPUKATOP IOJDKEH OBITh CIaH afIMUHUCTpATOPy 0€301TacHOCTH
“HbOpMaLHHU TI0cTie OKOHYAHHUS TTOCIIEAHEr0 ceanca paboThl JaHHOTO MOJIb30BaTel
B UCII/H.

5.6. B cimyyae koMIIpoMeTaluy WA yTepH JIMYHOTO HneHTI/I(bHKaTopa
IIOJIB30BATENs CIEUUATUCTOM IO 3alIUTe HHQOPMALMK TOJKHEI OBITH HEMEJIEHHO
IIPEANPUHATHI MEPHI B COOTBETCTBHH ¢ 1. 5.7 HacToswed MHacTpykumm.




5.7. AnmuHUCTpaTOp 6€30MacHOCTH HHPOPMAIMH JOJKEeH IIPOBECTH
ciyxeOHoe paccieloBaHUe ISl BEIICHEHUS MPUYHH KOMIIPOMEeTallun
uAeHTH(UKATOPA ¢ LENBIO BEIPaOOTKH HOBBIX WM COBEPIIEHCTBOBAHUS TPUHATHIX
TEXHUYECKUX U OpraHN3allMOHHBIX Mep 10 YCTPaHEeHHIO TaKO yTpo3sl B
Oyayuiem, a TakXke BBIICHEHUIO BEIMYUHEI yllep6a, KOTOPBIA MOXET OBITh
HaHeceH COOCTBEHHUKY WHPOPMAIIMOHHBIX PECYPCOB.
VI. AHTUBUPYCHAMA 3ALIIIATA

6.1. B cimydae oTCcyTCTBUS MITAaTHBIX QYHKINI aHTUBUPYCHOM MPOTrpaMMElI,
MpeaycMaTpUBAaIOIIUX aBTOMaTHYeCKYI0 poBepKy ¢atinos, [lons3oBaTens 00s3aH
OCYUIECTBISATH IPOBEPKY (HaisioB, MOTyyaeMbIX:
— T10 3IIEKTPOHHOM ToUTE;
— yepe3 ceTb MHTEpHET;
— Ha MarHUTHOM, ONITUYECKOM JIHCKe, (riel—HaKonuTene;
— UHOM ChEeMHOM HOCHUTele HHPOpMaIIUU;
— TONTyYeHHbIe HHBIM CITIOCOOOM.
6.2. [Tepex OTKpHITHEM BIIOXKEHUS (CCBUIOK) YOSIUTHCSA B TOM, YTO
OTIIpaBUTENb AEHCTBUTENBHO MOCTAN BaM 3TOT (aiil, 1axke ecy OH U A0JIKeH
OB 3TO caenartsb. [To3BoHUTe eMy camu. He noBepsiiTe UMeHH OTIIpaBUTENS U
yKa3aHHBIM B TEKCTE MUChMa HOMepaM TeledOHOB, a TaK¥Ke JIMIaM, TTO3BOHUBIIINM
BaM CaMOCTOSITENBHO C IPOCHOOI OTKPHITH Gaitiibl U MPONTH MO CCHUTKAM.
6.3. Ilonp3oBaTento 3amperaeTcs:
6.3.1. OcymiecTBNATh AeWCTBUS, HalpaBiIeHHbIE Ha BHIKIIOYEHHE
aHTUBHPYCHOU TIPOTPaMMBL.
6.3.2. CamocrosTenbHO ycTaHaBnuBaTh HAa APM nporpamMmMHoe obecriedeHue.
6.3.3. 3amyckaTs Gaiibl, TOJIy4eHHbIE MO CETSIM CBS3H (JIEKTPOHHOMU TMOYTE,
HHTepHET), cO CheMHBIX HOCHUTEIEeH, 1aXke eClIi OHU MOTy4YeHbI TIPOBEPEHHOTO
aapecaTta, 6e3 mpeaBapUTeIbHON UX MIPOBEPKU aHTUBUPYCHOM NPOTpaMMOii.
6.3.4. IIpu BO3HUKHOBEHUM MOIO3PEHUS Ha HAIMYKME KOMIIBLIOTEPHOTO BUPYCa
(metunuyHas paboTa Mporpamm, MosBiIeHue rpadpuieckix 1 3ByKOBBIX 3)(eKToB,
UCKaXEHHI JaHHBIX, TpoTafanne (aitIoB, 9acToe MOSBIIEHHE COOOIIEHHH O
CUCTEMHBIX omuOKax U T.11.) [lonbp3oBaTenb caMOCTOATENBHO WM BMECTE ©
OTBeTCTBeHHBHIM (CIieaiuCcTOM MO 3aIuTe HHGOPMAIUH) JOIXKEeH TPOBECTH
BHEOYEpEIHOM aHTUBUPYCHBIN KOHTPOJIb CBOETO paboyero Mecra.
6.3.5. B ciiyuae oOHapy>XeHUs IpH IPOBEIEHUN aHTUBUPYCHOM NMPOBEPKU
BUpYycHOTo 3apaxxeHus [lons3zoBarenu 0O6s3aHbI:
— MIPUOCTAHOBUTH paboTy;
— HEMEAJIEHHO MTOCTaBUTh B U3BECTHOCTH O ()akTe OOHAPYKEHUS
BHUPYCHOTO 3apakeHus OTBETCTBeHHOMY (CHelHalucTy 1Mo 3a1uTe HHPOpMaIIUK );
— COBMECTHO C BIIQIeTIbIIEM 3apakeHHBIX BUPYCOM (ailIoB IPOBECTH
aHaJIU3 HEeOOXOIUMOCTH JallbHENIIero UX UCTIONb30BaHuUs;
— IIPOBECTH JIeUeHHEe WM YHUUTOXEHHE 3apakeHHBIX QaiiioB. i

VII. HOPAAOK PABOTHI B UCIITH U CETU UHTEPHET
7.1. TTonkmouenue x UCIIJIH u cetn HNuTepHer
7.2. Hensto padotst [Tons3oBarens B UCII/Ix u cetu MuTepHeT saBnsetcs




cbop, 00paboTka, XpaHeHHe MePCOHANBHBIX JaHHBIX, 0OMEH 3JIEKTPOHHBIMU
COOOIIIEHUSMH B CITy)KEOHBIX IIEIIfAX.

7.2.1. Hoctyn x UCTI11 u cetu UnTtepret npenocrapnsercs [lons3oBarensm
TOJIBKO B TOM CITy4ae, €CJIM 3TO He MIPOTUBOPEUYUT TPeOOBaHUSAM HACTOSIIEH
HNHcTpykumu ¥ UHBIMM HOPMaTHUBHBIMH JTOKYMEHTaMHU B 00JIaCTH 3aIUTHI
nHGbOpMALIHH.

7.2.2. Joctyn nons3oBatens k UCIT/Ix nns 06paboTku nepcoHambHBIX
JOaHHBIX TIPOU3BOAUTCS TOJBKO C pabOYMX MECT, Ha KOTOPBIX YCTaHOBIIEHBI
CpezcTBa 3alUThl HHGOPMAITUH.

7.2.3. OcHoBanueMm ams nogkmodenus corpygauka [TIOY «CJIT» xk UCITdn
U ceTy MIHTepHeT ABNseTCcs] MOTUBUPOBAaHHAs 3asiBKa OTBETCTBEHHOMY 3a
opraHu3aluio 06paboTKU MEePCOHANBHBIX JaHHBIX OT HEMTOCPEACTBEHHOTO
pykosomures ITonp30BaTens ¢ yKa3aHHEM TI0JTHOMOYMH JOCTYTIA K TaKUM
pecypcaM U cepBUCaM.

7.2.4. OTBEeTCTBEHHBIN 32 OpraHU3alUI0 00PabOTKU NMEPCOHABHBIX TaHHBIX,
TU60 COTPYIHUK, BHINOTHSAIOMNN ero (yHKIHUH, OpraHU3yeT TOAKIIOUEeHHE K
UCITu unu cetu Muatepret [lonb3oBaTeneit B ycTaHOBIEHHOM MOPSAKE,
OCYIIECTBIISET KOHTPOJIb HaJ UCIOJIb30BaHUEM JaHHBIX PECYPCOB U CEPBUCOB.
7.2.5. Ilocne BeimosniHeHUA 3aaHusl OTBETCTBEHHBIN 3a OpTaHU3AIIHAI0
00paboTKK NMepcoOHANBHBIX JaHHBIX COOOIIAET MOIB30BaATENIO BBHITOIHEHUH
3asBKH.

7.2.6. OcHOBaHMEM 1J1s OTKIIFOUeHUs nojb3oBatens oT MCII/IH u cetn
HHTepHeT ABNAIOTCA cleAylomue cCoOObITHS:

— HapylIeHWe WHCTPYKIMH U UHBIX JTIOKaJTbHBIX HOPMATHUBHBIX aKTOB B
0071aCTH 321U TH UHOOPMAIIUU YUPEKIEHUS;

— yBonbHeHue [lonp3oBarens, 1160 nmepeBo ero B Apyroe mojapaseneHue.
7.3. Ilopsanok pabotsl B cetu MHTEpHET

7.3.1. Ucnions30BaHue COTpyAHUKAMU yUpexxaeHus cetu HTepHet

JOJDKHO OCYIIECTBIATHCS UCKITIOYUTENHHO AT BBITIOTHEHUS JOMKHOCTHBIX
00s13aHHOCTE.

7.3.2. Uudopmarus, oopazoBanHas (o6pa3yrolascs) B poliecce TPyI0oBOH
NesITENIbHOCTH paboTHUKA YUpPeXKACHUS SBISETCS COOCTBEHHOCTBIO YUpeKACHUS
1 He TOAJIEKUT UCTIONB30BaHUIO (B TOM YUCIE UCTIONB30BaHuIo B ceTl MHTepHeT
WJTU C TIOMOIIBI0 ceTH MHTepHeT) B MUUHBIX LeNsSX U (UIH) B KOPBICTHBIX
VHTepecax IpYrux Ul (OpraHu3anuii).

7.3.3. Ilpu npoBeieHUU TEXHUYECKUX paboT, CBSA3aHHBIX ¢ HACTPOUKON
o0opynoBaHus (KOMMYHUKaLHOHHOE 000pYyI0BaHMe, IPOKCHU-CEPBEpPa,
MapuIpyTH3aTOpH! U T.I1.); B CIy4dae OOHAPYXKEHUS MOMBITOK
HecaHKUMOHUpoBaHHOTrO Aoctyna kK MutepHeT-uumo3y, APM Ilons3oBareneit
MOXET NPOBOAUTHCS BpeMeHHoe oTKitoueHue [lonp3oBareneii oT cepBUCOB ceTH
NutepHer (B ciydae ninaHoBoro otkimtoueHus [lonpzoBaTenu yBeqomistoTcs o6
3TOM 3a0JIaroBpeMeHHO). '

7.3.4. Bes mrdopManys o pecypcax, mocellaeMbIX cOTPYIHHKaMH,
MIPOTOKOIUPYETCS U, MPU HEOOXOAMMOCTH, MOXKET OBITh IIpeAOCTaBIeHa
PYKOBOAMTEISAM OApa3IeTIeHIH, a TaK )K€ PYKOBOIACTBY YUPEKAECHUS A




NETaNbHOTO U3yUeHUs U IPUHATHUS PellIeHUs 0 MepaxX IUCUUILUTHHAPHOM
OTBETCTBEHHOCTH.

7.3.5. Ilpu pabote B cetnn UaTepHet Ilonp30BaTensM 3anperaercs:

— YMBIIIUIEHHOE paclpocTpaHeHe U NoNyUyeHe MaTepruaioB B/U3 ceTH
HutepHer, npoTuBopedalux 3akoHoaarenscTBy Poccuiickoit deneparuu, B ToM
YHUCJie MaTepUaloB, IPONAraHIuPYOMUX HACWINE UITH 3KCTPEMU3M;
Pa3KUTAIOLINX PacoBYIO, HAITMOHAIBHYIO WM PEIUTHO3HYIO BpaXIy;
Pa3bACHSAIOIIKMX MTOPAMAOK U3TOTOBIEHHUS H/UIM IPUMEHEHHS HAPKOTHKOB,
B3pPBIBUATHIX BEILIECTB, OPYXHS U T.II.; MAaTEPUATIOB MOPHOTpadhUIECKOTO
XapakTepa; KOMIBIOTEPHBIX BUPYCOB U APYTUX BPeAOHOCHBIX IPOTPaMM;

— nepenanath B ceTb IHTepHET HHpOpMaIIHIO, K KOTOPOH B COOTBETCTBHH C
3aKOHOJIaTeNECTBOM OTpaHHYEH JOCTYN (MepCcOoHaNbHbIE 1aHHbIE,

ciyxeOHas nHpopMaIs) 63 COOTBETCTBYIOIIETO pa3pelleHHS;

— ¢anscudunmponats [P-anpec, MAC-anpec, uHbIe anpeca, HCIIONb3yeMBIE B
CeTEeBBIX IPOTOKONAX, a TAKXKe NPOoUyro MHPOPMALUIO NIPH TepeJade JaHHBIX
yepe3s ceTh MIHTepHeT.

— MpeIOoCTaBIATE AOCTYI B ceTh MIHTEpHET co cBoeli paboueit cTaHIIUU
KOMY-JIH00, B TOM YHCII€ TPOTPaMMHO-TEXHUYECKUMH cIIoco0amMu depes
JOKaJIbHYIO BEIUUCITUTENHHYIO CETh YUpexAeHUs (HalpuMep: ImyTeM
HECaHKIIMOHNPOBAHHOMN YCTaHOBKH JIOKaJIbLHOTO I/IHTepHeT-mmo3a Ha pabouee
MECTO);

— MONyYaTh AOCTYyT K ceTu MIHTepHeT MmoOsIMU criocobaMu, He
IIpeAyCMOTPEHHBIMU JeHCTBYIOIMMHU JIOKAJIEHBIMU TOKYMEHTaMHU
(Uuctpykuusmu, [pasunamu, Permamentamu yupexaeHus);

— OCYILECTBIIATHh HECAaHKIITUOHUPOBAHHBIM ﬂocryn K pecypcaMm u

cepBUcam cetu MlHTepHeT.

— BBINIOJIHATH AeicTBUs (B310M, DoS (oTka3 B o6cimyxuBanun), ARPspoofing
aTaku, CKaHUPOBaHUE JIOKAIbHOW BEIYMCIUTEIHHON CETH) HalpaBleHHbIE

Ha HapylleHue GyHKIMOHUPOBaHUS 311eMeHTOB ceTd IHTepHeT
(KOMMYHHUKAILIMOHHOTO 000pYIOBaHUs, CEpBEpOB, pabOUUX CTAHIIHUH,
MPOTPaMMHOTO oOecTieueHus ).

7.4. ITpaBuna pa6otsl [lons30Batenei ¢ 37eKTPOHHOM TOYTOM:

7.4.1. Ilonb3oBaTenu 0653aHbl UCIIOIB30BATH ANEKTPOHHYIO IIOYTY TOJIBKO
IUTSL BBITIOJTHEHUS CITY)KeOHBIX 00s13aHHOCTEH.

7.4.2. 3amnpemaeTcst OTHPABIATH (aiiibl, coAepKalye mepcoHaIbHbIe
JIaHHBIE B OTKPHITOM BHJIe (He 3alIM(pOBaHHBIE).

7.4.3. 3anpelaercs MaccoBasi pacChlIKa MOYTOBLIX coobieHu# (6oree 100)
BHEIIIHUM aJipecaTaM 0e3 cCoriacoBaHUs ¢ PYKOBOJICTBOM (crama).

7.4.4. 3ampelaeTcst UCIIONB30BATh HE CBOM OOPATHBIN aJpec IpH OTIIpaBKe
3JIEKTPOHHOMN MOYTHI.

7.4.5. 3anpelaercs OTIPABIATH M0 NEKTPOHHOU MTOUTE UCIIOIHIEMBIE
¢baitnel (00BIYHO UMEIOT paclIMpeHus exe, com, bat, js, vbs u 1.11.). B ciyuae
HeoOXOAMMOCTH OTIPABKU TaKUX (aiiiioB, MOMEIATh UX B apXUB U YCTAHOBUTH
apoIb.




7.4.6. IlpucoenunsiemMsie $aiinbl peKOMEHIyeTCs YIaKOBBIBAaTh B apXUB MPH
MIOMOIIY TIPOTpaMM-apXuBaTOPOB.

7.4.7. KopriopaTUBHbIE peKOMEHIALUU UCTIONb30BAHUS 3IIEKTPOHHOM IMOYTHI:
— BBI TOJKHBI OKa3bIBaTh TO )K€ YBa)KE€HUE, YTO U MPU YCTHOM OOIIEHHUH.

-— BBI 10MKHEI IIPOBEPATH NIPpaBOIIMCAHUE, T'PaMMAaTUKy U IBAXKIbI

TIEPEYUTHIBATE CBOE COOOILEHME TIEPE OTIIPABIEHUEM.
— BBl He TOJDKHBI y4acTBOBAaTh B pacChUIKE MOCTaHMM, epechliaeMbIX 110
Lernoyke (Jaue BCEro 3To MUChbMa PeIMTHO3HO-MUCTHUECKOT0, pa3BlleKaTeIbHOTO
coaepkaHus).
— BBl He TOJKHBI IO COOCTBEHHOW WHUITMATHUBE MepechUIaTh 10
IIPOU3BOJIBHBIM aJjpecaM He3aTpeOOBaHHYIO WH(OpMALIHIO.
— BBI He JOIKHBI pacchlIaTh COOOIIEHUS, KOTOPbIE SBISTFOTCS
37I0BPEAHBIMHU, Pa3Apa’KalOIUMU UITH COJIEPKAIIUMHU YTPO3BI IPYTUM
MI0JIb30BATENSIM.
— BBI He OJDKHBI OTNIPABIIATH HUKAaKUX COOOIIEHUN IPOTUBO3aKOHHOTO
WM HEATUYHOTO CO/IepP KaHHUS.
— BBl 10JKHBI IOMHUTB, YTO 3NIEKTPOHHOE MOCTaHUe SBISIETCS
5KBUBAJIEHTOM I1I0YTOBOM OTKPBITKH U HE JOJKHO UCTIONB30BAThCS AJIS IEPECHUTKH
NEePCOHANBHBIX JaHHBIX 0€3 NCIOJIb30BaHMs CPECTB 3alUTHl (ITUGPOBaHHE).
— B He JIOJDKHBI UCIIONIb30BaTh IHPOKOBENIaTeTbHBIe BOZMOXKHOCTH
3JIEKTPOHHOM NOYTHI 32 UCKITIOYEHHEM BBIITYCKAa YMECTHBIX OOBSBIECHHUH.
— BBl He TOJIKHBI UCTIONB30BaTh KOPIIOPATUBHYIO 3JIEKTPOHHYIO TIOUTY
JUTSL TIOCTIaHUM JIMYHOTO XapakTepa.
— BBI JOIKHBI HEYKOCHUTENBHO COOI0IaTh MIpaBuila U HHCTPYKIUH U
IIOMOTaTh aAMUHUCTPATOpaM OOPOTHCS ¢ HAPYUIUTENSIMH ITPaBUIL.

VIIIL. IOPAAOK PABOTBHI CO CBEMHBIMHU HOCUTEJISIMA

NHOPOPMAIIUU

8.1.Ilox ucnonszoBanuem Hocutened uHbopmanuu B UCTI/IH yupexneuus
MTOHUMaeTcs uX nogkioueHue Kk ungpactpykrype UCIT/IH ¢ nenpro 06paboTkH,
npueMa/nepeaayd UHGOPMALUKA MeXKITY HHPOPMAIHMOHHBIMH CHCTEMaMH U
HOCUTEJISIMU HHPOPMAIUH.
8.2.JlommyckaeTcs UCIIONB30BaHUE TOJIBKO YUTEHHBIX HOCHTEIIeH
UH(pOpMaluH, KOTOpBIE ABISIOTCS COOCTBEHHOCTHIO YUPEIKICHHS U
MIOJIBEPTalOTCS PETyNSIpHON PEBU3UU U KOHTPOIIO.
8.3.Yuer u BbIIaYy CheMHBIX HOCUTENEH HHYOPMALIK OCYIIECTBISET JIUIIO,
OTBETCTBEHHOE 32 OPTaHU3aI|I0 00pabOTKH NepCOHANBHBIX NaHHEIX. DakT
BBIZIa4YU HOCUTEIN GUKCUPYETCS B KypHaje ydeTa MalIMHHBIX HOCUTENeH
uHOpMaIUy.
8.4.Eciu noctyn xk UCIT/In nponsBoauTCS Mpu IOMOIIIH MePCOHAIBHBIX
unentuduxatopos (eToken, Rutoken, np.), To dhakT moxydeHHs U cAaYU JaHHBIX
HIEHTU(PUKATOPOB 00A3aTENBHO QUKCUPYETCS OTBETCTBEHHBIM 33 OPTaHU3AIIUIO
00paboTKH NepCOHATBHBIX IaHHBIX, B COOTBETCTBYIOIIUX JXypHasax.
8.5.B03MOXHOCTh NOAKIIOUEHHS HOCUTENeH HHPOPMAIIH, a TAKXKe
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TOJTyuYeHUe YYTEeHHbIX HocuTelnel HHOopMaluy NpeaoCTaBIsSIOTCS

ITonp3oBaTensM 110 UHULIMATUBE PYKOBOAUTENEH CTPYKTYPHBIX MOApa3ieleHri B

ClIyJasx:

— He0OXOIUMOCTH BBINOJIHEHUS BHOBE IPUHATEIM PAOOTHUKOM CBOUX

JNOJDKHOCTHBIX 00S3aHHOCTEH;

— Bo3HUKHOBeHUs y [Tonb3oBarens ciayxeOHOH HEOOXOTUMOCTH.

8.6.IIpu ucnonb3oBaHMU HOcUTeNEeH HHGOPMaAIIUU HEOOXOAUMO:

— UCTIONIb30BaTh HOCUTENH HHPOPMAIMH UCKITIOYUTENHHO st

BEITIOJIHEHHS CBOUX CITY)XKeOHBIX 0053aHHOCTEH;

— OepexHO OTHOCUTCS K HOCUTEISIM NepCOHANLHBIX TaHHBIX.

— obecrnieunBaTh Gu3MUecKyro 0€30MacHOCTh HOCHTENeH HHGOpMAaLUU

BCEMH pa3zyMHBIMU CIIOCOOaMHU;

— U3BeNIaTh OTBETCTBEHHOMY 32 OpraHU3aliio 00paboTKH

NIEPCOHANBHBIX JaHHBIX O QaKTax yTpaTsl (KpaXKu) HOCUTeNeH HHPOPMAIIHH.
- 8.7.Ilpu ucnonb30BaHUM HOCUTENEH MTEPCOHABHBIX JaHHBIX 3aMpeleHO:

— UCIIOJIH30BaTh HOCUTEIU NIEPCOHANBHBIX JAHHBIX B TUYHBIX UENX;

— nepeaaBaTh HOCUTENW NePCOHANIBHBIX JAaHHBIX APYTUM JIHIaM (3a

UCKITFOUEHHEeM aIMUHUCTPATOPOB);

— XpaHUTh CheMHbIE HOCUTEJIH C MePCOHATLHBIMU JaHHBIMU Ha pabodmx

CTOJIaX, TUOO OCTABIATEH UX O€3 MPUCMOTpa WM NepeiaBaTh Ha XpaHEHHE APYTUM

TuuaM;

— BBIHOCUTDH CheMHBIE HOCUTEIH C TIepCOHATBHBIMUA JaHHBIMH M3

CITyXeOHBIX TTIOMeIeHUH 111 paboThl ¢ HUMH Ha JJOMY H T. 1.

8.8.JIro60e B3aumopeiicTBre (00paboTka, mprem/nepenada HHGOPMALIUN)

uHUuIMupoBanHoe [Tonp30BaTeneM Mex Iy HHQOPMALUOHHON CUCTEMOH H

HEYYTEHHBIMH (JIMYHBIMHU ) HOCHTENSMHA HH(GOPMALIMH, PACCMATPUBAETCS KaK

HECaHKIIMOHUPOBAHHOE (33 UCKIIOYEHHUEM CIIy4aeB, OTOBOPEHHBIX C

aJIMUHUCTpaTOpaMu 3apaHee). OTBETCTBEHHBIN 3a OpraHU3alUI0 00pabOTKU

MIEPCOHANILHBIX TAHHBIX C MPUBJIeYeHHEM TTOMOLIH (eCII HEOOX0IUMO)

- corpynaukoB I'AY PK «[JUT» na ocHoBanuu CornameHus ocTaBiser 3a COO0M
IpaBo OGJIOKUPOBATH WK OTPAHUYUBATE HCIIONH30BaHUE HOCHTENeH HH(DOPMAaLIUH.
8.9.Nudopmanus o6 ucnonszoBanuu [lonp3oBarensimu HocuTenei
uHbOopMaIuK B UHGOPMALIMOHHBIX CUCTEMaX MPOTOKOJIUPYETCS U, TIPU
HEO0OXOUMOCTH, MOKET OBITH MpeJoCcTaBlIeHa PYKOBOAUTENSM CTPYKTYPHBIX
noJipasieNIeHHH, a TakKe JUPEKTOPY YUPEKIEHHUS
8.10.B ciyvae BoIsBIeHUS (AaKTOB HECAHKIIMOHUPOBAHHOTO HM/WITH
HELIEIEBOT0 UCIIONIB30BAHNH HOCUTENeH HHGOpMaLlMi HHHLIUUPYETCS CITykeOHas
IIpOBepKa, MpOBOIMMas KOMHCCHUEHN, COCTaB KOTOPOH OIpeneseTcs
OTBETCTBEHHBIM 32 OpraHU3al|io 00pabOTKH MePCOHANBHBIX TaHHBIX. [1o dakTy
BBISICHEHHBIX 00CTOATENHCTB COCTABIsETCS aKT paccieloBaHUs HHIMIEHTA U
nepeaeTcsl pyKOBOAUTEIO CTPYKTYPHOTO MOIpa3ieNIeHUs A IPUHSATHUS Mep
COTTIaCHO JIOKAJTbHBIM HOPMATUBHBIM aKTaM YUpeXIeHUs U JeHCTBYIOMEMY
3aKoHoAaTenbCcTBy POD.
8.11.Ilpu oTnpaBke unu nepenaye NepcoOHANbHBIX JaHHBIX apecaTaM Ha




™ CheMHBIe HOCUTENIH 3alMUCHIBAIOTCS TOJBKO IIpeIHa3HauYEHHbIE aJpecaTaM JaHHEbIE.
8.12.BBIHOC CBEMHBIX HOCUTEINEN TTEPCOHANBHBIX JaHHBIX IS
HEeMOCPEACTBEHHOU Mepelayy aJpecaTy OCYIIECTBIISIETCS TOJNBKO € IUCbMEHHOTO
pa3pelieHysl pyKOBOAUTENS CTPYKTYPHOTO OApa3AeNIeHHUs .
8.13.CnheMHBIe HOCUTEH NTEPCOHAIBHBIX JaHHBIX, IPUILEIINE B HETOHOCTD,
WY OTCITY>KUBIIINE YCTAHOBICHHBIA CPOK, ITOJIEKAT YHUYTOKEHUIO.
YHUUTOXEHHE ChEMHBIX HOCUTENIEHN C IEPCOHAIIBHBIMU JaHHBIMH OCYILECTBIISIETCS
KOMUCCHEM, COCTaB KOTOPOH OmpeieNsieTcsl OTBETCTBEHHBIM 3a OpraHU3aIUIo
00paboTKu nMepcoHaNbHBIX AaHHbBIX. [0 pe3ynpTaTaM YHUUYTOXEHUS HOCUTeNeH
COCTaBJISIETCS aKT.
8.14.B cimydae yBOJIbHEHUS WK TlepeBoa pabOTHUKA B IpyToe CTPYKTYypHOE
nojpaszielieHue, MpeOoCTaBlIeHHbIE HOCUTEN! NepCOHANBHBIX JAHHBIX U3bIMAIOTCS
U JIeJal0TCsl COOTBETCTBYIOIIME IOMETKH B XKypHalle yueTa MallluHHBIX HOCUTEJEH.

IX. IPABA ITIOJIb30BATEJIS

. 9.1.Mcnonp3oBats UCII/IH yupexaeHus A BBIOJIHEHUS JOKHOCTHBIX
o0s13aHHOCTE.
9.2.006pamarbcs K OTBETCTBEHHOMY 32 OpraHU3aluio 00paboTKu
MEePCOHANBHBIX JaHHBIX ISl KOHCYIBTALMH 110 TOBOY HUCIIOIB30BaHUS
nporpaMMHoro obecriedenus 1 APM, Borpocam 00pabOTKH TTepCOHATBHBIX
JaHHBIX.
9.3 . HanpaBnsaTte npeanoxeHus 10 yCTaHOBKE HOBBIX BEPCUI
CYILIECTBYIOIIETO MPOrpaMMHOTO obecriedeHus (¢ 000CHOBaHHEM HEOOXOAUMOCTH
3aMeHbl CTapbIX BepCHil Ha HOBbIE).
9.4 HanpaBnsTh npeasioxKeHUs 10 MOAEPHU3ALMH IPOTPaMMHOTO
obecrnieyeHus1, pa3pabaTbIBaeMOro B YUpEeXASHUH HIIH 110 3aKa3y YUpexkKAeHUs.
9.5.HampaBnsaTh NpeioxKeH s 10 YCTaHOBKE HOBOTO (a Takke
JIOTIOJIHUTENIHFHOTO) MPOrpaMMHOT0 obecrieyeHus (C ykazaHueM LelTu
HCTIONB30BaHUA, IPEUMYIIECTB Nepe]] CYyIIEeCTBYIOIMMHU aHaJIOTaMu ).
9.6.HanpaBnsaTe npeanoxeHus no MmoaepHuzauuu APM (3aMeHBI Ha HOBBIE
aHaJIOTH), ¢ 00s3aTeIbHBIM 00OCHOBAaHUEM 3aMeHBI U YKa3aHHEM IIPEUMYIIECTB
nepeJ CylecTBYIOIIMMH aHAJIOTaMHU.
9.7 Ilomy4daTh KOHCYJIBTAllUU U Pa3bICHEHUS 110 HOPMAaTUBHBIM JOKYMEHTaM,
periiaMeHTUPYIOIIUM paboTy C MepCOHANBHBIMU JAHHBIMHU B YUpEXKACHHUH.

X. OTBETCTBEHHOCTbDb

10. ITonb30BaTeNs HECET NEPCOHATBHYIO OTBETCTBEHHOCTh 32 CBOU JE€UCTBUS
i Oe3neiicTBre, KOTOpPBIe MOTYT TIOBJIEYR 3a COOOH pa3rialeHue NepcoHaTbHBIX
JAaHHBIX, a TaKXKe 3a HapyleHue HopMaiasHoro @ynkuronuposanus UCIIIxH nmu
WX OTJAETHHBIX KOMIIOHEHTOB, HECAHKITMOHUPOBAaHHBIN TOCTYII K HH(OpMaIluu B
COOTBETCTBHE C 3aKOHOJaTenbcTBOM Poccuiickoit denepannu 1 T0KaIbHBIMU
HOPMAaTHUBHBIMH aKTaMH YUPEKICHHUS.




